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 Abstract 

In this paper we have try to show how we create security certificate for secure communication 

and data transmission between client and server or root organization to intermediate branch and 

intermediate branch to end user. For this project case we are going to assign the organization 

called ethiotelecom, its root CA is Addiss Ababa and its intermediate branch and end user are 

found in different region city and zone city. The scenario ii, first all servant organization 

including root CA create their private and public key, if the organization is intermediate branch 

or end user request root CA for signing certificate, root CA acccept requested information and 

sign on certificate then finally deliver signed certificate for each branch. The intermediate branch 

after getting signed certificate can have privilege for signing certificate requested certification by 

the corresponding end user. Remember that if the end user does not trust the intermediate one 

he/she can directly request to root CA. for the sake of implementation we used linux OS 

UBUNTU version and open SSL package on UBUNTU. Additionally this project also has 

testing certificate on web browser by connecting client PC and server. Since our test is based on 

windows OS, we create the certificate using windows CMD. 
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Task covered  

In this project we are covered the following core task 

 creating private and public key of root CA 

 root CA make self signed certificate for itself 

 creating private and public key of intermediate CA 

 intermediate CA request for signed certificate to root CA  

 root CA sign the requested certificate and deliver authenticated certificate by using 

requested full information of intermediate CA or end user 

 create private and public key of each end user 

 end user request to intermediate CA for signed certificate 

 intermediate CA sign certificate by using its private key and signed certificate that is 

delivered from root CA and deliver to corresponding end user 

 testing signed certificate on web browser 

As per our predefined description on the abstract the following sample organizational structure 

defines for ethiotelecom: 
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Root CA 

The following snip hut indicates that root CA create its own self signed certificate called as 

addisCA.crt. 

 

Intermediate branch 

Adama intermediate CA 

This intermediate CA have signed certificate granted from root CA of Addiss Ababa. This 

intermediate CA has its own branch which is end user such as Ambo, Asella, Arusi and Woliso. 

This CA accept requested certificates from each of end user with extra information of end user 

then handle delivering signed certificate with respect to requested certificate. But if the end user 

does not trust this intermediate CA it can directly request to root CA which is in this case Addiss 

CA. for example Ambo end user is not request to Adama intermediate CA rather it request to 

Addis root CA. 

Private and public key 

The following snip shut indicates the private and public key of Adama intermediate CA before 

requesting root CA (Addiss) for signed certificate. This is prk_adama.pem and 

pubk_adama.pem respectively. 
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Requested Certificate  

After having private and public key the intermediate CA (Adama) can request to Addiss CA for 

signed certification by adding some extra information that describe the identity of requester 

(Bahr Dar CA). In this case identity of Adama intermediate CA. Adama CA request using 

req_adama.csr as follows on snip shut. 

 

Signed certificate 

After requesting for signed certification to addiss root CA, if the required parameter by root CA 

from intermediate CA (Adama CA) is correct then root CA (Adiss CA) will grant signed 

certificate as follows. Here the delivered certificate is adama_CA.crt 
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Adama end user  

Ambo  

Private and public key 

 

Requested Certificate  

The uniqueness of this end user is that, he/she does not request the corresponding intermediate 

CA (Adama CA) because she/he does not trust his intermediate CA (Adama CA). so after having 

private and public key the end user (Ambo) can request to Addiss Ababa root CA for signed 

certification by adding some extra information that describe the identity of requester (Ambo). In 

this case identity of Ambo end user, Ambo request using req_ambo.csr as follows on snip shut. 
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Signed Certificate 

Here suppose Ambo end user does not trust the certificate signed by his intermediate CA branch 

(Adama CA) and want to get certificate from root CA (Addiss Ababa). The following snip shut 

shows that Ambo end user brought signed certificate from root CA (Addiss Ababa CA) called as 

ambo_CA.crt   

 

Asella 

Private and public key 

The following snip shut indicates the private and public key of Asella end user before requesting 

intermediate CA (Adama CA) for signed certificate. This is prk_asella.pem and 

pubk_asella.pem respectively. 
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Requested Certificate  

After having private and public key the end user (Asella) can request to Adama intermediate CA 

for signed certification by adding some extra information that describe the identity of requester 

(Asella). In this case identity of Asella end user, Asella request using req_arusi.csr as follows 

on snip shut. 

 

Signed certificate 

After requesting for signed certification to Adama intermediate CA, if the required parameter by 

intermediate CA from end user (Aella) is correct then intermediate CA (Adama CA) will grant 

signed certificate as follows. Here the delivered certificate is asella_CA.crt. 
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Arusi 

Private and public key  

The following snip shut indicates the private and public key of Arusi end user before requesting 

intermediate CA (Adama CA) for signed certificate. This is prk_arusi.pem and 

pubk_arusi.pem respectively. 

 

Requested certificate 

After having private and public key the end user (Arusi) can request to Adama intermediate CA 

for signed certification by adding some extra information that describe the identity of requester 

(Arusi). In this case identity of Arusi end user, Arusi request using req_arusi.csr as follows on 

snip shut. 
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Singed certificate 

After requesting for signed certification to Adama intermediate CA, if the required parameter by 

intermediate CA from end user (Arusi) is correct then intermediate CA (Adama CA) will grant 

signed certificate as follows. Here the delivered certificate is arusi_CA.crt. 

 

Woliso 

Private and public key 

The following snip shut indicates the private and public key of Woliso end user before 

requesting intermediate CA (Adma CA) for signed certificate. This is prk_woliso.pem and 

pubk_woliso.pem respectively. 
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Requested certificate 

After having private and public key the end user (Woliso) can request to Bahr Dar intermediate 

CA for signed certification by adding some extra information that describe the identity of 

requester (Woliso). In this case identity of Woliso end user, Woliso request using req_woliso.csr 

as follows on snip shut. 

 

Singed certificate 

After requesting for signed certification to Adama intermediate CA, if the required parameter by 

intermediate CA from end user (Woliso) is correct then intermediate CA (Adama CA) will grant 

signed certificate as follows. Here the delivered certificate is woliso_CA.crt 
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Bahr Dar intermediate CA 

This intermediate CA have signed certificate granted from root CA of Addiss Ababa. This 

intermediate CA has its own branch which is end user such as Gonder, D/Tabor, F/selam, 

D/markos and D/Birhan . This CA accept requested certificates from each of end user with extra 

information of end user then handle delivering signed certificate with respect to requested 

certificate. But if the end user does not trust this intermediate CA it can directly request to root 

CA which is in this case Addiss CA. for example Gonder end user is not request to Adama 

intermediate CA rather it request to Addis root CA. 

Private and public key 

The following snip shut indicates the private and public key of Bahr Dar intermediate CA before 

requesting root CA (Addiss) for signed certificate. This is prk_BDR.pem and pubk_BDR.pem 

respectively. 

 

 

Requested certificate 

After having private and public key the intermediate CA (Bahr Dar) can request to Addiss CA 

for signed certification by adding some extra information that describe the identity of requester 

(Bahr Dar CA). In this case identity of Bahr Dar intermediate CA. Bahr Dar CA request using 

req_BDR.csr as follows on snip shut. 
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Signed certificate 

After requesting for signed certification to addiss root CA, if the required parameter by root CA 

from intermediate CA (Bahr Dar CA) is correct then root CA (Adiss CA) will grant signed 

certificate as follows. Here the delivered certificate is BDR_CA.crt 

 

Bahr Dare end user 

Gonder  

Private and public key 

The following snip shut indicates the private and public key of Gonder end user before 

requesting intermediate CA (Bahr Dar CA) for signed certificate. This is prk_bonder.pem and 

pubk_gonder.pem respectively. 
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Requested certificate 

The uniqueness of this end user is that, he/she does not request the corresponding intermediate 

CA (Bahr Dar CA) because she/he does not trust his intermediate CA (Bahr Dar CA). so after 

having private and public key the end user (Gonder) can request to Addiss Ababa root CA for 

signed certification by adding some extra information that describe the identity of requester 

(Gonder). In this case identity of Gonder end user, Gonder request using req_gonder.csr as 

follows on snip shut. 

 

Signed certificate 

Here suppose Gonder end user does not trust the certificate signed by his intermediate CA 

branch (Bahr Dar CA) and want to get certificate from root CA (Addiss Ababa). The following 
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snip shut shows that Gonder end user brought signed certificate from root CA (Addiss Ababa) 

called as gonder_CA.crt  

 

Debre Tabor 

Private and public key 

The following snip shut indicates the private and public key of D/Tabor end user before 

requesting intermediate CA (Bahr Dar CA) for signed certificate. This is prk_dtabor.pem and 

pubk_dtabor.pem respectively. 

 

 

Requested certificate 

After having private and public key the end user (D/Tabor) can request to Bahr Dar intermediate 

CA for signed certification by adding some extra information that describe the identity of 

requester (D/Tabor). In this case identity of D/Tabor end user, D/Tabor request using 

req_dtabor.csr as follows on snip shut. 
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Signed certificate 

After requesting for signed certification to Bahr Dar intermediate CA, if the required parameter 

by intermediate CA from end user (D/Tabor) is correct then intermediate CA (Bahr Dar CA) will 

grant signed certificate as follows. Here the delivered certificate is dtabor_CA.crt 

 

Finote Selam 

Private and public key 

The following snip shut indicates the private and public key of F/Selam end user before 

requesting intermediate CA (Bahr Dar CA) for signed certificate. This is prk_fselam.pem and 

pubk_fselam.pem respectively. 
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Requested certificate 

After having private and public key the end user (F/Selam) can request to Bahr Dar intermediate 

CA for signed certification by adding some extra information that describe the identity of 

requester (F/Selam). In this case identity of F/Selam end user, F/Selam request using 

req_fselam.csr as follows on snip shut. 

 

Signed certificate 

After requesting for signed certification to Bahr Dar intermediate CA, if the required parameter 

by intermediate CA from end user (F/Selam) is correct then intermediate CA (Bahr Dar CA) will 

grant signed certificate as follows. Here the delivered certificate is fselam_CA.crt 
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Debre Markos 

Private and public key 

The following snip shut indicates the private and public key of D/Markos end user before 

requesting intermediate CA (Bahr Dar CA) for signed certificate. This is prk_dmarkos.pem and 

pubk_dmarkos.pem respectively. 

 

 

Requested certificate 

After having private and public key the end user (D/Markos) can request to Bahr Dar 

intermediate CA for signed certification by adding some extra information that describe the 

identity of requester (D/Markos). In this case identity of D/Markos end user, D/Markos request 

using req_dmarkos.csr as follows on snip shut. 
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Signed certificate 

After requesting for signed certification to Bahr Dar intermediate CA, if the required parameter 

by intermediate CA from end user (D/Markos) is correct then intermediate CA (Bahr Dar CA) 

will grant signed certificate as follows. Here the delivered certificate is dmarkos_CA.crt 

 

Debre Birhan 

Private and public key 

The following snip shut indicates the private and public key of D/Birhan end user before 

requesting intermediate CA (Bahr Dar CA) for signed certificate. This is prk_dbirhan.pem and 

pubk_dbirhan.pem respectively. 
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Requested certificate 

After having private and public key the end user (D/Birhan) can request to Bahr Dar intermediate 

CA for signed certification by adding some extra information that describe the identity of 

requester (D/Birhan). In this case identity of D/Birhan end user, D/Birhan request using 

req_dbirhan.csr as follows on snip shut. 

 

Signed certificate 

After requesting for signed certification to Bahr Dar intermediate CA, if the required parameter 

by intermediate CA from end user (D/Birhan) is correct then intermediate CA (Bahr Dar CA) 

will grant signed certificate as follows. Here the delivered certificate is dbirhan_CA.crt 

 



[Type the document title] 
 

Masters of Science in Computer Engineering (2011 E.C) Page 19 
 

Desie intermediate CA 

This intermediate CA have signed certificate (desie_CA.crt) granted from root CA of Addiss 

Ababa. This intermediate CA has its own branch which is end user such as Afar, Alamata, 

Lalibela and Woldya. This CA accept requested certificates from each of end user with extra 

information of end user then handle delivering signed certificate with respect to requested 

certificate.  

Private and public key 

The following snip shut indicates the private and public key of Desie intermediate CA before 

requesting root CA (Addiss) for signed certificate. This is prk_desie.pem and pubk_desie.pem 

respectively. 

 

 

Requested certificate 

After having private and public key the intermediate CA (Desie) can request to Addiss CA for 

signed certification by adding some extra information that describe the identity of requester 

(Desie CA). In this case identity of Desie intermediate CA, Desie CA request using 

req_desie.csr as follows on snip shut. 
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Signed certificate 

After requesting for signed certification to addiss root CA, if the required parameter by root CA 

from intermediate CA (Desie CA) is correct then root CA (Adiss CA) will grant signed 

certificate as follows. Here the delivered certificate is desie_CA.crt 

 

Desie end user  

Afar  

Private and public key 

The following snip shut indicates the private and public key of Afar end user before requesting 

intermediate CA (Desie CA) for signed certificate. This is prk_afar.pem and pubk_afar.pem 

respectively. 
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Requested certificate 

After having private and public key the end user (Afar) can request to Desie intermediate CA for 

signed certification by adding some extra information that describe the identity of requester 

(AFAR). In this case identity of Afar end user, Afar request using req_afar.csr as follows on 

snip shut. 

 

Signed certificate 

After requesting for signed certification to Desie intermediate CA, if the required parameter by 

intermediate CA from end user (Afar) is correct then intermediate CA (Desie CA) will grant 

signed certificate as follows. Here the delivered certificate is afar_CA.crt 
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Alamata 

Private and public key 

The following snip shut indicates the private and public key of Alamata end user before 

requesting intermediate CA (Desie CA) for signed certificate. This is prk_alamata.pem and 

pubk_alamata.pem respectively. 

 

 

Requested certificate 

After having private and public key the end user (Alamata) can request to Desie intermediate CA 

for signed certification by adding some extra information that describe the identity of requester 

(Alamata). In this case identity of Alamata end user, Alamata request using req_alamata.csr as 

follows on snip shut. 
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Signed certificate 

After requesting for signed certification to Desie intermediate CA, if the required parameter by 

intermediate CA from end user (Alamata) is correct then intermediate CA (Desie CA) will grant 

signed certificate as follows. Here the delivered certificate is alamata_CA.crt 

 

Lalibella 

Private and public key 

The following snip shut indicates the private and public key of Lalibela end user before 

requesting intermediate CA (Desie CA) for signed certificate. This is prk_lalibela.pem and 

pubk_lalibela.pem respectively. 



[Type the document title] 
 

Masters of Science in Computer Engineering (2011 E.C) Page 24 
 

 

 

Requested certificate 

After having private and public key the end user (Lalibela) can request to Desie intermediate CA 

for signed certification by adding some extra information that describe the identity of requester 

(Lalibela). In this case identity of Lalibela end user, Lalibela request using req_lalibela.csr as 

follows on snip shut. 

 

Signed certificate 

After requesting for signed certification to Desie intermediate CA, if the required parameter by 

intermediate CA from end user (Lalibela) is correct then intermediate CA (Desie CA) will grant 

signed certificate as follows. Here the delivered certificate is lalibela_CA.crt 
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Woldya 

Private and public key 

The following snip shut indicates the private and public key of Woldya end user before 

requesting intermediate CA (Desie CA) for signed certificate. This is prk_woldya.pem and 

pubk_woldya.pem respectively. 

 

 

Requested certificate 

After having private and public key the end user (Woldya) can request to Desie intermediate CA 

for signed certification by adding some extra information that describe the identity of requester 

(Woldya). In this case identity of Woldya end user, Woldya request using req_woldya.csr as 

follows on snip shut. 
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Signed certificate 

After requesting for signed certification to Desie intermediate CA, if the required parameter by 

intermediate CA from end user (Woldya) is correct then intermediate CA (Desie CA) will grant 

signed certificate as follows. Here the delivered certificate is woldya_CA.crt 
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Hawassa intermediate CA 

This intermediate CA have signed certificate (hawassa_CA.crt) granted from root CA of Addiss 

Ababa. This intermediate CA has its own branch which is end user such as Dilla, Wolkitie and 

Welayta. This CA accept requested certificates from each of end user with extra information of 

end user then handle delivering signed certificate with respect to requested certificate.  

Private and public key 

The following snip shut indicates the private and public key of Desie intermediate CA before 

requesting root CA (Addiss) for signed certificate. This is prk_hawassa.pem and 

pubk_hawassa.pem respectively. 

 

  

Requested certificate 

After having private and public key the intermediate CA (Hawassa) can request to Addiss CA for 

signed certification by adding some extra information that describe the identity of requester 

(Hawassa CA). In this case identity of Hawassa intermediate CA, Hawassa CA request using 

req_hawassa.csr as follows on snip shut. 
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Signed certificate 

After requesting for signed certification to addiss root CA, if the required parameter by root CA 

from intermediate CA (Hawassa CA) is correct then root CA (Adiss CA) will grant signed 

certificate as follows. Here the delivered certificate is hawassa_CA.crt 

 

Hawassa end user 

Dilla  

Private and public key 

The following snip shut indicates the private and public key of Dilla end user before requesting 

intermediate CA (Hawassa CA) for signed certificate. This is prk_dilla.pem and 

pubk_dilla.pem respectively. 
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Requested certificate 

After having private and public key the end user (Dilla) can request to Hawassa intermediate CA 

for signed certification by adding some extra information that describe the identity of requester 

(Dilla). In this case identity of Dilla end user, Dilla request using req_dilla.csr as follows on 

snip shut. 

 

Signed certificate 

After requesting for signed certification to Hawassa intermediate CA, if the required parameter 

by intermediate CA from end user (Dilla) is correct then intermediate CA (Hawassa CA) will 

grant signed certificate as follows. Here the delivered certificate is dilla_CA.crt 
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Wolkitie 

Private and public key 

The following snip shut indicates the private and public key of Wolkitie end user before 

requesting intermediate CA (Hawassa CA) for signed certificate. This is prk_wolkitie.pem and 

pubk_wolkitie.pem respectively. 

 

Requested certificate 

After having private and public key the end user (Wolkitie) can request to Hawassa intermediate 

CA for signed certification by adding some extra information that describe the identity of 

requester (Wolkitie). In this case identity of Wolkitie end user, Wolkitie request using 

req_wolkitie.csr as follows on snip shut. 
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Signed certificate 

After requesting for signed certification to Hawassa intermediate CA, if the required parameter 

by intermediate CA from end user (Wolkitie) is correct then intermediate CA (Hawassa CA) will 

grant signed certificate as follows. Here the delivered certificate is wolkitie_CA.crt 

 

Welayta 

Private and public key 

The following snip shut indicates the private and public key of Welayta end user before 

requesting intermediate CA (Hawassa CA) for signed certificate. This is prk_welayta.pem and 

pubk_welayta.pem respectively. 
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Requested certificate 

After having private and public key the end user (Welayta) can request to Hawassa intermediate 

CA for signed certification by adding some extra information that describe the identity of 

requester (Welayta). In this case identity of Welayta end user, Welayta request using 

req_welayta.csr as follows on snip shut. 

 

Signed certificate 

After requesting for signed certification to Hawassa intermediate CA, if the required parameter 

by intermediate CA from end user (Welayta) is correct then intermediate CA (Hawassa CA) will 

grant signed certificate as follows. Here the delivered certificate is welayta_CA.crt 
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Jimma intermediate CA 

Private and public key 

The following snip shut indicates the private and public key of Jimma intermediate CA before 

requesting root CA (Addiss) for signed certificate. This is prk_jimma.pem and 

pubk_jimma.pem respectively. 

 

 

Requested certificate 

After having private and public key the intermediate CA (Jimma) can request to Addiss CA for 

signed certification by adding some extra information that describe the identity of requester 

(Jimma CA). In this case identity of Jimma intermediate CA, Jimma CA request using 

req_jimma.csr as follows on snip shut. 
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Signed certificate 

After requesting for signed certification to addiss root CA, if the required parameter by root CA 

from intermediate CA (Jimma CA) is correct then root CA (Adiss CA) will grant signed 

certificate as follows. Here the delivered certificate is jimma_CA.crt 

 

Jimma end user  

Gambella 

Private and public key 

The following snip shut indicates the private and public key of Gambella end user before 

requesting intermediate CA (Jimma CA) for signed certificate. This is prk_gambella.pem and 

pubk_tepy.pem respectively. 
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Requested certificate 

After having private and public key the end user (Gambella) can request to Jimma intermediate 

CA for signed certification by adding some extra information that describe the identity of 

requester (Gambella). In this case identity of Gambella end user, Gambella request using 

req_gambella.csr as follows on snip shut. 

 

Signed certificate 

After requesting for signed certification to Jimma intermediate CA, if the required parameter by 

intermediate CA from end user (Gambella) is correct then intermediate CA (Jimma CA) will 

grant signed certificate as follows. Here the delivered certificate is gambella_CA.crt 
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Metu 

Private and public key 

The following snip shut indicates the private and public key of Metu end user before requesting 

intermediate CA (Jimma CA) for signed certificate. This is prk_metu.pem and 

pubk_metu.pem respectively. 

 

Requested certificate 

After having private and public key the end user (Metu) can request to Jimma intermediate CA 

for signed certification by adding some extra information that describe the identity of requester 

(Metu). In this case identity of Metu end user, Metu request using req_metu.csr as follows on 

snip shut. 

 

Signed certificate 
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After requesting for signed certification to Jimma intermediate CA, if the required parameter by 

intermediate CA from end user (Metu) is correct then intermediate CA (Jimma CA) will grant 

signed certificate as follows. Here the delivered certificate is metu_CA.crt 

 

Tepy  

Private and public key 

The following snip shut indicates the private and public key of Tepy end user before requesting 

intermediate CA (Jimma CA) for signed certificate. This is prk_tepy.pem and pubk_tepy.pem 

respectively. 

 

Requested certificate 

After having private and public key the end user (Tepy) can request to Jimma intermediate CA 

for signed certification by adding some extra information that describe the identity of requester 

(Tepy). In this case identity of Tepy end user, Tepy request using req_tepy.csr as follows on 

snip shut. 
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Signed certificate 

After requesting for signed certification to Jimma intermediate CA, if the required parameter by 

intermediate CA from end user (Tepy) is correct then intermediate CA (Jimma CA) will grant 

signed certificate as follows. Here the delivered certificate is tepy_CA.crt 
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Mekele intermediate CA 

Private and public key 

The following snip shut indicates the private and public key of Mekele intermediate CA before 

requesting root CA (Addiss) for signed certificate. This is prk_mekele.pem and 

pubk_mekele.pem respectively. 
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Requested certificate 

After having private and public key the intermediate CA (Mekele) can request to Addiss CA for 

signed certification by adding some extra information that describe the identity of requester 

(Mekele CA). In this case identity of Mekele intermediate CA, Mekele CA request using 

req_mekele.csr as follows on snip shut. 

 

Signed certificate 

After requesting for signed certification to addiss root CA, if the required parameter by root CA 

from intermediate CA (Mekele CA) is correct then root CA (Adiss CA) will grant signed 

certificate as follows. Here the delivered certificate is mekele_CA.crt 
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Mekele end user 

Adewa 

Private and public key 

The following snip shut indicates the private and public key of Adewa end user before requesting 

intermediate CA (Mekele CA) for signed certificate. This is prk_adewa.pem and 

pubk_adewa.pem respectively. 

 

Requested certificate 

After having private and public key the end user (Adewa) can request to Mekele intermediate 

CA for signed certification by adding some extra information that describe the identity of 

requester (Adawa). In this case identity of Adawa end user, Adawa CA request using 

req_adawa.csr as follows on snip shut. 
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Signed certificate 

After requesting for signed certification to Mekele intermediate CA, if the required parameter by 

intermediate CA from end user (Adewa) is correct then intermediate CA (Mekele CA) will grant 

signed certificate as follows. Here the delivered certificate is adewa_CA.crt 

 

Axum  

Private and public key 

The following snip shut indicates the private and public key of Axum end user before requesting 

intermediate CA (Mekele CA) for signed certificate. This is prk_axum.pem and 

pubk_axum.pem respectively. 
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Requested certificate 

After having private and public key the end user (Axum) can request to Mekele intermediate CA 

for signed certification by adding some extra information that describe the identity of requester 

(Axum). In this case identity of Axum end user, Axum request using req_shirie.csr as follows 

on snip shut. 

 

Signed certificate 

After requesting for signed certification to Mekele intermediate CA, if the required parameter by 

intermediate CA from end user (Axum) is correct then intermediate CA (Mekele CA) will grant 

signed certificate as follows. Here the delivered certificate is axum_CA.crt 
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Shirie  

Private and public key 

The following snip shut indicates the private and public key of Shirie end user  before requesting 

intermediate CA (Mekele CA) for signed certificate. This is prk_shirie.pem and 

pubk_shirie.pem respectively. 

 

Requested certificate 

After having private and public key the end user (Shirie) can request to Mekele intermediate CA 

for signed certification by adding some extra information that describe the identity of requester 

(Shirie). In this case identity of Shirie end user, Shirie request using req_shirie.csr as follows on 

snip shut. 
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Signed certificate 

After requesting for signed certification to Mekele intermediate CA, if the required parameter by 

intermediate CA from end user (Shirie) is correct then intermediate CA (Mekele CA) will grant 

signed certificate as follows. Here the delivered certificate is shirie_CA.crt 

 

Tested self signed certificate  

This is the final task to be covered as per our layout at the beginning of the paper. In this 

scenario we are going to test our self signed certificate created by windows CMD for XAMPP 

local server for windows. 

The following snip shut shows self signed certificate created on windows CMD for testing 

purpose. Remember that the is no difference, we can create this using linux command on 

UBUNTU.  
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